
BITCURATOR  
FOR STATE ARCHIVES 
Use the chat box at the right of the screen to tell 
us who you are, where you’re from, and who is 
participating with you today.  
(To open the chat window, click on the CHAT icon 
in the upper right corner.) 
Connect to the audio portion of the webinar 
through your phone line or through VoIP. 



WELCOME! 
Fall 2019 State Electronic Records Initiative 
webinars 
• October: social media 
• November: scripting for archivists 
• December: developing processing workflows 

Spring 2020 SERI webinars will begin in January 

 

https://www.statearchivists.org/programs/state
-electronic-records-initiative/seri-webinars/ 

Sarah Koonts 
 State Archives of  

North Carolina 
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SERI ONLINE RECORDINGS 
• Managing Digital Content Over Time 

• Identify 
• Select 
• Store 
• Protect 
• Manage 
• Provide access 

• https://archives.utah.gov/community/SERI/SERI-
resources.html 

• https://www.statearchivists.org/programs/videos-and-
recordings/state-electronic-records-initiative-training-
recordings/ 

https://archives.utah.gov/community/SERI/SERI-resources.html
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NEW SERI VIDEO 
• FAQs on Bit Rot 

• https://www.youtube.com/user/StateArchivists 

https://www.youtube.com/user/StateArchivists


TODAY’S PRESENTER 
Cal Lee 
School of Information and Library Science 
University of North Carolina at Chapel Hill 



Some Goals When Acquiring 
Materials 

Ensure integrity of materials 
Allow users to make sense of materials and understand their 

context 
Prevent inadvertent disclosure of sensitive data 



Some Fundamental Principles 
Provenance • Reflect “life history” of records 

• Records from a common origin or source should 
be managed together as an aggregate unit 

Original Order Organize and manage records in ways that reflect 
their arrangement within the creation/use 
environment 

Chain of 
Custody 

• “Succession of offices or persons who have held 
materials from the moment they were created”1 

• Ideal recordkeeping system would provide “an 
unblemished line of responsible custody”2 

1. Pearce-Moses, Richard. A Glossary of Archival and Records Terminology. Chicago, IL: Society of American 
Archivists, 2005. 

2. Hilary Jenkinson, A Manual of Archive Administration: Including the Problems of War Archives and Archive 
Making (Oxford: Clarendon Press, 1922), 11. 



 But what about these? 

Source: “Digital Forensics and creation of a narrative.” Da 
Blog: ULCC Digital Archives Blog. 
http://dablog.ulcc.ac.uk/2011/07/04/forensics/ 



Level Label Explanation 
8 Aggregation of objects Set of objects that form an aggregation that is meaningful 

encountered as an entity 
7 Object or package Object composed of multiple files, each of which could also 

be encountered as individual files 
6 In-application rendering As rendered and encountered within a specific application 

5 File through filesystem Files encountered as discrete set of items with associate 
paths and file names 

4 File as “raw” bitstream Bitstream encountered as a continuous series of binary 
values 

3 Sub-file data structure Discrete “chunk” of data that is part of a larger file 
2 Bitstream through I/O 

equipment 
Series of 1s and 0s as accessed from the storage media 
using input/output hardware and software (e.g. controllers, 
drivers, ports, connectors) 

1 Raw signal stream through 
I/O equipment 

Stream of magnetic flux transitions or other analog 
electronic output read from the drive without yet interpreting 
the signal stream as a set of discrete values (i.e. not 
treated as a digital bitstream that can be directly read by 
the host computer) 

0  Bitstream on physical 
medium 

Physical properties of the storage medium that  are 
interpreted as bitstreams at Level 1 

Digital Resources - Levels of Representation 
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Level Examples 
Aggregation of objects Browsing the contents of an archival collection using a finding 

aid 
Object or package Viewing a web page that contains several files, including 

HTML, a style sheet and several images 
In-application rendering Using Microsoft Excel to view an .xls file, watching an online 

video by using a Flash viewer 
File through filesystem Viewing contents of a folder using Windows Explorer, typing 

“ls” at the Unix command prompt to show the contents of a 
directory 

File as “raw” bitstream Opening an individual file in a hex editor 
Sub-file data structure Extracting a tagged data element in an XML  document or 

value of a field in a relational database 
Bitstream through I/O 
equipment 

Connecting a hard drive to a host computer and then 
generating a sector-by-sector image of the disk using Unix dd 
command 

Raw signal stream through 
I/O equipment 

Connecting a floppy drive to a host computer and then 
generating a magnetic flux transition image of the disk 

Bitstream on physical medium Using a high-power microscope and camera to take a picture 
of the patterns of magnetic charges on the surface of a hard 
drive or pits and lands on an optical disk 

Interaction Examples 

 

http://www.pagetable.com/?p=32 

http://www.weihenstephan.org/~michaste/temp/pagetable/apple1basic.mp3
http://www.weihenstephan.org/~michaste/temp/pagetable/apple1basic.mp3
http://www.pagetable.com/?p=32
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Veeco Instruments. 
http://www.veeco.com/library/nanotheater_detail.php?type=application&id=78&app_id=34 

Compact Disk (CD). USByte. http://www.usbyte.com/common/compact_disk_3.htm 
 



Digital Forensics in Libraries, Archives 
and Museums (LAMs) 

 In recent years, LAMs have been applying  
various digital forensics methods, for 
example: 
use of write blockers 
generation of disk images 
applying cryptographic hashes to files 
capture of Digital Forensics XML (DFXML) 
scanning bitstreams for personally identifying 

information 



Need for Adaptation of Digital Forensics 
Tools and Tasks for LAMs 

 Existing digital forensics tools provide 
valuable functionality, but they don’t always 
fit well into primary LAM workflows. 

 For example, LAMs are particularly 
concerned with: 
structure and persistence of metadata 
provisions for providing public access to data 
support for older technologies (e.g. floppy 

disks, HFS)  



http://www.bitcurator.net/docs/bitstreams-to-heritage.pdf 



http://www.bitcurator.net/wp-content/uploads/2014/11/code-to-community.pdf 



Funded by Andrew W. Mellon Foundation 
▪ Phase 1: October 1, 2011 – September 30, 2013 
▪ Phase 2 – October 1, 2013 – September 30, 2014 

Partners: School of Information and Library Science 
(SILS) at UNC and Maryland Institute for 
Technology in the Humanities (MITH) 



Core BitCurator Team 
Cal Lee, PI 
Matt Kirschenbaum, Co-PI 
Kam Woods, Technical Lead 
Porter Olsen, Community Lead 
Alex Chassanoff, Project 

Manager 
Sunitha Misra, Software 

Developer (UNC) 
Kyle Bickoff, GA (MITH) 
Amanda Visconti, GA (MITH) 

 
 



Two Groups of Advisors 
Professional Experts Panel  Development Advisory Group 
• Bradley Daigle, University of Virginia Library 
• Erika Farr, Emory University 
• Jennie Levine Knies, University of Maryland 
• Jeremy Leighton John, British Library 
• Leslie Johnston, US National Archives and 

Records Administration 
• Naomi Nelson, Duke University 
• Erin O’Meara, Gates Archive 
• Michael Olson, Stanford University Libraries 
• Gabriela Redwine, Beinecke, Yale University 
• Susan Thomas, Bodleian Library, University of 

Oxford 

• Barbara Guttman, National Institute of Standards 
and Technology 

• Jerome McDonough, University of Illinois 
• Mark Matienzo, Digital Public Library of America 
• Courtney Mumma, Artefactual Systems 
• David Pearson, National Library of Australia 
• Doug Reside, New York Public Library 
• Seth Shaw, University Archives, Duke University 
• William Underwood, Georgia Tech 



BitCurator Goals 
Develop a system for collecting professionals that incorporates the 

functionality of open-source digital forensics tools 
Address two fundamental needs not usually addressed by the 

digital forensics industry: 
▪ Incorporation into the workflow of LAM ingest and collection 

management environments 
▪ Provision of public access to the data 



BitCurator Environment 
Bundles, integrates and extends functionality of open 

source software 
Can be run as: 

▪ Self-contained environment (based on Ubuntu Linux) 
running directly on a computer (download installation 
ISO) 

▪ Self-contained Linux environment in a virtual machine 
using e.g. Virtual Box or VMWare 

▪ As individual components run directly in your own Linux 
environment or (whenever possible) Windows 
environment 



BitCurator-Supported Workflow 

See: http://bitcurator.net 

• Acquisition 
• Reporting 
• Redaction 
• Metadata Export 





BitCurator Consortium 
Continuing home for hosting, stewardship and 

support of BitCurator (and BitCurator Access) 
tools and associated user engagement 

Administrative home: Educopia Institute 
Funding based on membership dues 
Institutions as members, with two categories of 

membership: Charter and General 
The most important member benefit is assurance 

that the BitCurator software will persist in future 
years 

https://bitcuratorconsortium.org/ 





So let’s now look at specific curation 
actions and processes…  



Write Blocking – One-Way Streets for 
Data 

• Ensures that data can be read from the device, 
but no bits can be changed 

• Doesn’t just prevent changes conscious made 
by user but also changes made by the system 

• Options for write blocking (in order of most to 
least certain to prevent writes to the drive): 
– Dedicated write blockers 
– Writing blocking tabs or settings 

   on the device itself 
– Software-based write blocking 

Image source: http://thinng.com/1555-one-way-sign-seat 



Dedicated Hardware Write Blockers 

UltraBay II (legacy ports) 

UltraBay 4D (contemporary ports) 



http://en.wikipedia.org/wiki/File:Floppy_tabs_3x2.jpg 

5.25 Inch Floppy – If light can get through, it’s not write 
protected 



http://www.techmint.info/2009/09/security-write-protecting-floppy-disks.html 

3.5 Inch Floppy – If light can get through, it 
is write protected 



Example of Software Write Blocking – Mounted Devices set to Read-Only by Default 



Getting an “image” of a storage medium involves 
working at a level below the file system 
• Can get at file attributes and deleted files not visible through higher-

level copy operations 
Most commonly used tool is dd (or variant) - UNIX 

program for low-level copying and conversion of data 
from a storage device 

More specialized tools for creating forensic images 
include: 
• FTK Imager 
• Guymager 
• Imaging utilities in commercial applications (e.g. EnCase) 
 

 

Getting below the File System – Low-Level 
Copying 



Main Acquisition Interface for Guymager 







Emulation 
Mount them like regular drives: 

▪ For ISO images - disk utilities in Mac OS or Windows 8/10  
▪ For forensically packaged disk images: ewfmount, OSFMount, 

BitCurator (mounting scripts built into the environment) 
Inspect them as forensic objects 

▪ FTK Imager 
▪ Autopsy 
▪ BitCurator (Disk Image Access tool) 

Dynamically navigate them from within a web browser (BitCurator 
Access Webtools) 

Four Ways to Interact with Disk Images 



http://bw-fla.uni-freiburg.de/demos.html 

Emulation 
as a 
Service 

http://bw-fla.uni-freiburg.de/demos.html


Mounting a Forensically Packaged Disk Image in the 
BitCurator Environment 



Exporting Files from a Disk Image 



https://github.com/BitCurator/bitcurator-access-webtools 

https://github.com/BitCurator/bitcurator-access-webtools




Identifying Potentially Sensitive Data using Bulk Extractor - Scanning Options 

See: http://www.forensicswiki.org/wiki/Bulk_extractor 

http://www.forensicswiki.org/wiki/Bulk_extractor


Histogram of Email Addresses (Specific Instances in Context on Right) 



Generating BitCurator Reports 



• Provenance metadata - about the disk capture process 
• Technical metadata - about the specific storage partition(s) on the disk 



Operationalizing Original Order - Filesystem Metadata Output from fiwalk* 

*Developed by Simson Garfinkel 



https://github.com/dfxml-working-group/dfxml_schema 



PREMIS (Preservation) Metadata Generated from Running 
BitCurator Tools – Recorded as PREMIS Events 



Various Specialized BitCurator Reports 



Other Functionality to Meet Identified User Needs: 
Function Tool(s) 
Identify duplicate files FSLint 
Characterize files FITS, FIDO 
Scan for viruses ClamTK 
Examine, copy and extract information from old Mac disks HFS Utilities (including HFS 

Explorer) 
Capture AV file metadata MediaInfo, FFProbe  
Extract text from older binary (.doc) Word files antiword 
Read contents of Mircosoft Outlook PST files readpst 
Examine embedded header information in images pyExifToolGUI 
Generate images of problematic disks or particular disk types 
(I addition to Guymager 

dd, dcfldd, ddrescue, cdrdao (for 
audio CDs) 

Extract and analyze data from Windows Registry files regripper 
Identify files that are partially similar but not identical  sdhash, ssdeep 
Package files for storage and/or transfer BagIt (Java) library, Bagger  
File preview (left-click on file then hit space bar) gnome-sushi 



Other Functionality to Meet Identified User Needs 
(Continued): 

Function Tool(s) 
Play and examine metadata from AV media files VLC media player 
Damaged/lost partition recovery TestDisk 
Damaged/lost file recovery PhotoRec 
Identify the filesystem on a disk disktype 
Index and search for keywords in documents recoll 
Find blacklist data by using hashes calculated from hash 
blocks 

hashdb 

Generate hashes of files and blocks GTK Hash, md5deep, md5sum 
Compare hashes of files to hashes in the National Software 
Reference Library (NSRL) of known system files 

nsrllookup 

View and edit bytestreams (hex editor) Bless Hex Editor, GHex 



Incorporating digital forensics 
into LAM workflows 



Five Sources of Workflow Examples 
Martin J. Gengenbach, “’The Way We Do it Here’: Mapping Digital Forensics 
Workflows in Collecting Institutions,” A Master’s Paper for the M.S. in L.S 
degree. August 2012. 
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-
2012.pdf 
 
AIMS Work Group, “AIMS Born-Digital Collections: An Inter-Institutional Model 
for Stewardship,” January 2012. 
http://www2.lib.virginia.edu/aims/whitepaper/AIMS_final.pdf 
 
Digital Sustainability Lab – Massachusetts Institute of Technology 
http://www.dpworkshop.org/sites/default/files/DCM-Pipeline_28Apr2015.pdf 
 
Workflows, BitCurator Consortium https://bitcuratorconsortium.org/workflows 
 
OSSArcFlow Project - https://educopia.org/research/ossarcflow 

http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://digitalcurationexchange.org/system/files/gengenbach-forensic-workflows-2012.pdf
http://www2.lib.virginia.edu/aims/whitepaper/AIMS_final.pdf
http://www.dpworkshop.org/sites/default/files/DCM-Pipeline_28Apr2015.pdf
https://bitcuratorconsortium.org/workflows
https://educopia.org/research/ossarcflow


Martin J. Gengenbach, “’The Way We Do it Here’: Mapping Digital Forensics Workflows in Collecting Institutions,” A Master’s 
Paper for the M.S. in L.S degree. August, 2012. 



AIMS Work Group, “AIMS Born-Digital Collections: An Inter-Institutional Model for Stewardship,” January 2012.  



Kari Smith, Massachusetts Institute of Technology. 
http://www.dpworkshop.org/sites/default/files/DCM-Pipeline_28Apr2015.pdf 

http://www.dpworkshop.org/sites/default/files/DCM-Pipeline_28Apr2015.pdf


https://bitcuratorconsortium.org/workflows 

https://bitcuratorconsortium.org/workflows


https://educopia.org/research/ossarcflow 

https://educopia.org/research/ossarcflow


https://educopia.org/research/ossarcflow 

https://educopia.org/research/ossarcflow




For Further Information 

https://bitcurator.github.io/ 
 

https://bitcurator.github.io/


https://github.com/BitCurator/bitcurator-distro/wiki/Releases 

https://github.com/BitCurator/bitcurator-distro/wiki/Releases


WEBINAR EVALUATION 
We appreciate your feedback! 

After you exit the webinar, you will automatically be taken 
to an online webinar evaluation.  

Please take a couple of minutes to complete the survey and 
help us plan future webinars. 

 



STAY CONNECTED & INFORMED 
CoSA Website  

http://www.statearchivists.org   
CoSA Twitter Handle 

@StateArchivists  
CoSA Facebook Page  

www.facebook.com/CouncilOfStateArchivists   
 

http://www.statearchivists.org/
http://www.facebook.com/CouncilOfStateArchivists
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