REDACTION TOOL

Redaction is the permanent removal of sensi-
tive information so unauthorized users can’t
access it (it is best practice to redact a copy of a
record, never the original). Paper records might
be redacted by using opaque tape or ink to cover
up text before reproducing the redacted record
to ensure that the information is not present
when held up to a light source. However, with
electronic records, obscuring the information
is not enough—it must be completely removed.
As long as the record is digital, the internal bit-
stream of a file can still reveal or provide clues
about redacted content.

Word processing applications, such as Microsoft
Office, create and store digital documents in pro-
prietary, binary-encoded formats. These formats
may contain hidden information, such as change
histories, embedded metadata, stored form data,
or hidden comments, that allow recovery of
deleted information. Redaction might be done
through conversion to a format which contains
displayable information only and eliminates hid-
den information from the original bitstream, such
as a plain text file. For plain text files or other
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formats with a one to one relationship between Bulk Extractor Audacity Redact-It Cutter Joiner FolderMatch
the bytes and the displayable characters, simply
deleting characters redacts information. Other Adobe Acrobat Pro  Adobe Premier Redax Adobe Premier MRU-Blaster

format options that may be useful in redacting
digital records include PDF, CSV, or Windows . . '
BMP, but keep in mind: redaction means unre- RapidRedact Rapid Redact Final Cut Pro

coverable deletion.
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When dealing with large quantities of informa-

tion, how can you accomplish redaction effi- ,

ciently and accyurately? Software exists that HelA T Sl

assists in automating digital redaction by using

techniques to scan and locate patterns of infor-

mation. For example, the tool Bulk Extractor uses

regular expressions to find information like SSNs

or credit card numbers. There are other tools that

integrate with Adobe Acrobat, such as Redax,

which can eliminate both text and graphics from

a PDF. Considerations for selecting an applica-

tion might include: Search thoroughly for Pll, PHI, Social Security Audiovisual materials may also require redac-
Cost numbers, accounts, and other sensitive data. tion-whether on-demand or in a large scale proj-
Applicable file types Always verify redaction methods. ect. The ability to blur or black out video content
Ability to integrate with existing applications Make sure you use bit-level redaction, and or online images may be necessary to provide
Full automation vs. review ability confidential information is not recoverable. access. Oral histories or interviews may require
Developer configuration vs. a ready-made Verify that compromising metadata is wiped. editing, cutting and trimming, or redaction if
interface Retain original records as preservation files. the consent form notes information is private or
Level of customization for search expressions Only perform redactions on derivatives of confidential.
Ease of testing originals.
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