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Executive Summary

Information technologies are changing the way local governments serve their citizens. From the largest county to the smallest hamlet, mission-critical government functions are being automated with increasing frequency. It is an era of new efficiency but also of new challenges, not the least of which is digital preservation.

Preservation problems with digital records have been well documented. There also have been national and international efforts at devising solutions, particularly in the government context. However, what matters most in the local government environment are the answers to five specific questions:

1. What are the issues with digital archives?

2. What is different about local government digital archives?

3. What general strategies are being used for digital archives?

4. What strategies make the most sense for local governments?

5. What can I start doing now?

The main concern with digital archives is the potential inability to use information over time. This concern stems from four factors:  differing views about what makes a “record” in the digital environment; the fragility of the physical media holding the records; the rapid obsolescence of hardware and software needed to read and interpret the records; and the application of traditional authenticity principles to new types and formats of records.

The differences with local government digital archives can be summarized by five statements:  the records directly affect the rights and interests of almost all citizens; “born digital” records are just beginning to be addressed; the records are at risk from proprietary and ad hoc solutions; resources are sensitive to local concerns; and cooperation and partnerships will be essential.

In general, how are archivists reacting to the challenges outlined above?  Unlike other areas of archival practice—arrangement, for example—where methods have been tested for decades and even centuries, dealing with digital records is a work-in-progress. At the moment, the following ten approaches are being developed, tested, and implemented:  analog storage; digital archaeology; computer museums; backward compatibility; formulating policies; standards; conversion and migration; emulation; trustworthy information systems; and persistent digital archives.

Preservation solutions will continue to be developed and refined. In the meantime, local governments will need to make some decisions about implementation strategies. Every local government needs a plan for managing digital archives. The report concludes with a seven-step approach for the local government with a limited preservation budget. The approach focuses on partnering with others in the government in order to develop incremental solutions. The seven steps are:  understand the government context; determine the role of the archives; define issues and concerns; identify partners; design pilot projects; test approaches and solutions; and roll out the program to the entire government.

With digital archives, it is the best and worst of times. It is the best of times in that we are dealing with records that matter to citizens now and in the future. Doing digital preservation correctly will help advance the mission of government and protect the rights of citizens. There can be no higher calling in public service.

However, this also is the worst of times for digital preservation. Resources are tight and the trend is against expanding government services into new areas. Unless we build support through education and outreach, our preservation buds will wither on the vine. Our partners across government must help us tend the vineyard.

Local governments are at a crossroads with digital preservation. They must choose to act or risk losing significant information. Even the longest journey must begin with a single step. Let us take the step now.

Introduction

Information technologies are changing the way local governments serve their citizens. From the largest county to the smallest hamlet, mission-critical government functions are being automated with increasing frequency. It is an era of new efficiency but also of new challenges, not the least of which is digital preservation. In the words of one of the respondents to the survey conducted as part of this project: “It seems that a lot of government officials are dazzled by new technology, but are unconcerned about the long-term consequences of using electronic records. There are still too many unanswered questions.”
Preservation problems with digital records have been well documented.
  There also have been national and international efforts at devising solutions, particularly in the government context.
 However, what matters most in the local government environment are the answers to two questions:  What is different about local government digital archives? And, realizing these differences, what strategies make the most sense? These are the questions that should concern local government officials and the citizens they serve. To provide a framework for local government officials, this report will address five questions:

· What are the issues with digital archives?
· What is different about local government digital archives?
· What general strategies are being used for digital archives?

· What strategies make the most sense for local governments?

· What can I start doing now?
1. What Are the Issues with Digital Archives?
Digital information systems are much in the news. On the positive side are stories about the expanding capabilities of the World Wide Web, the increasing power of personal computer hardware and software, and the ability of organizations to network their information sources effectively. On the negative side are stories about Internet worms and viruses, identity theft, and the effects of rapid change on organizations and people.
Archivists also fear another negative consequence: the inability to use information over time. What will happen to the retired government employee who in 30 years cannot collect a pension because no system exists to read today’s computerized payroll records? How will a municipality renovate a deteriorating bridge in the future when all the Computer Assisted Design (CAD) drawings were stored in a proprietary system by a vendor long defunct? What will happen to a seriously ill person at a county hospital whose digital X-rays deteriorated in an improper storage environment and are now unreadable for comparison with current images?
These and similar questions worry archivists who are already dealing with digital records.
 Fulfilling the archival mission—identifying, preserving, and making records available—may have to change in this new environment. In the next few years, more and more archives, including local government archives, will have to determine how they will face the challenge of digital records.
Archival thinking in this area continues to evolve. Research studies now under way may change the future approach of archivists. But for now, the following sections summarize the way leading archivists are defining the problem and trying to solve it.

1.1. The Nature of the Problem
Digital records are more than information on a new medium—they are not the same old product in a “new and improved” package. Rather, there are dramatic shifts in the nature of the records themselves. The following table summarizes these shifts.

	Table 1. Shifts Caused by Digital Records


	From
	To
	Explanation

	Physical entities
	Logical entities
	We can no longer identify records from their physical characteristics.

	Linear documents
	Non-linear documents (hypermedia)
	Documents are composed of images (still and moving), sound, and data—as well as text. These elements are combined in different ways by individual users.

	Centralized information
	Decentralized information
	Not only are central paper files disappearing, the control offered by mainframe computing environments is diminishing.

	Time and space dependent
	Time and space independent
	To use a record, a person previously had to go to the office when it was open. People have access to electronic documents any time of the day and from almost any location.

	Vertical flow of organizational information
	Horizontal flow of organizational information
	Centralized files and reporting systems were designed to filter information, and reduce its volume, as it moved up the organizational hierarchy. Electronic document systems promote “organizational information democracy” by permitting direct access to a wider range of information sources.


At the heart of these changes is the following: paper records are tangible things, while digital records often are evolving processes. Different versions of digital records appear and disappear. Managers now make decisions based on snapshots of information combining text, data, and image. At a very basic level, it is even unclear when, if ever, a “record” appears.
1.2. The Definition of a Record
It used to be that identifying records was straightforward. Since information was expensive to record (and duplicate) manually, organizations controlled what was recorded and were concerned about the information once it was committed to writing. With computers so plentiful, there is much more organizational flotsam and jetsam for the archivist to sift. We can no longer assume that, just because something is recorded, the value of the information is reflected by the cost of recording.
There is even more confusion because terms like “document,” “data,” and “information” are used differently in various information professions. For the archivist, these terms have a very clear relationship to one another as outlined below.

	Table 2. From data to archives

	Term
	Meaning

	Data
	Content

	Information
	Data communicated or received

	Document
	Information in context

	Record
	Document preserved

	Archives
	Document preserved for enduring value


In both electronic and paper environments, a record has three characteristics:

· Content. That which conveys information (text, data, symbols, numerals, images, sound, and vision).

· Structure. The appearance and arrangement of the content (relationships between fields, entities, language, style, fonts, page and paragraph breaks, links, and other editorial devices).

· Context. The background information that enhances understanding of technical and business environments to which the records relate (application software, link to function or activity, provenance information).

An archival record is one preserved because of its enduring value. In preserving digital records, the archivist must make certain that context and structure—as well as content—are accessible over time. Content alone is virtually useless.
So, when do we have a record in the electronic environment? David Bearman defines a record as a document created to conduct a transaction, deliberately preserved as evidence of that transaction. A transaction can be between two people, between one person and a source of data (like a database), or between two sources of data. Furthermore, the organization, not individual employees, determines what should be preserved.
The traditional archival approach to records on any medium is to take custody of the records in order to guarantee their preservation and access. Some archival repositories, notably the U.S. National Archives and Records Administration and the Washington State Archives, are using this approach with digital records—they will take custody of and responsibility for digital records of enduring value. Other archival repositories, including the National Archives of Australia, have taken another approach. They are working with the creators of digital records to assure preservation and access over time in the agencies themselves. In this case, the archives does not take custody of the digital records. David Bearman and Margaret Hedstrom have labeled this shift in thinking a change from a “rowing mentality” to a “steering mentality.”
 So, the definition of not just record—but also the definition of the record keeper—is changing.

1.3. Storage Media
Archivists are quite concerned about storage media for digital records. Will information, once captured, last as long as needed? Is there anything archivists can do to address the fragility of storage media?
A study by the National Media Laboratory (NML) in St. Paul, Minnesota, highlighted the problems with magnetic tape used for audio and video recording as well as for digital records.
  NML’s best projection is that physical lifetimes for digital magnetic tapes are at least ten to twenty years, “a value commensurate with the practical life of the digital recording technology.”
The study pointed out, however, that media life expectancies are like miles per gallon ratings on automobiles—your actual results may vary. In particular, life expectancy is highly dependent upon media storage conditions. Controlled temperature and humidity will increase media life expectancies. A National Institute of Standards and Technology (NIST) publication recommended that magnetic tape be stored at 65 degrees Fahrenheit (plus or minus 3 degrees) and 40 percent relative humidity (plus or minus 5 percent).

Optical media are another storage option. There are erasable and non-erasable optical media in various sizes and formats. To date, however, optical media have not been subjected to the same independent testing as magnetic media. As a result, there is no way to prove or disprove manufacturers’ claims for life expectancy. It clearly is a case of caveat emptor.

Optical media, particularly CD-ROMs, are being used as a transfer medium for digital records, if not a preservation medium. The U.S. National Archives, for example, will accept digital records on optical media; NARA then transfers the information to magnetic media for storage and preservation.

1.4. System Dependence
A bigger problem than the longevity of the physical media is the dependence on hardware and software that soon will be obsolete; technological obsolescence of digital recording systems is a greater concern than medium longevity. Scientists at NML have concluded that “technological obsolescence of digital recording systems is a challenge for those individuals tasked with preserving digital archives. Digital archives should be transcribed every 10 to 20 years to ensure that they will not become technologically obsolete. To realize lifetimes greater than this, one would be required to archive the recording system, system software, operating system, computer hardware, operations manuals, and ample spare parts along with the recorded media.”
 According to NML, the physical life of digital magnetic media may well exceed the lifetime of the recording technology.
An example of the problem is the 1960 U.S. federal census. In 1975 the National Archives learned that the Census Bureau still had 7,297 reels of tape readable only on a Univac II-A tape drive. The staff of the National Archives reviewed the files and determined that seven series, on 642 reels of tape, had enduring value. By this time, however, the Univac II-A drives were obsolete, thus presenting a major engineering challenge. The Census Bureau and NARA ultimately were successful in copying the tapes, though it took four years and a great deal of effort to do so.

1.5. Authenticity of Records over Time
A third issue to consider with digital records is how will we know that the digital records we use in the future have not been altered in some way? Archivists are concerned about this question since they are likely to be the individuals accountable for the authenticity of the records over time.
Researchers using archival records were concerned about integrity long before there were digital records. Researchers talk of two kinds of validity:

· External validity. Is this what it purports to be?

· Internal validity. Is the information accurate?
How will we test internal and external validity of digital records, even as the records themselves become more complex? For example, security concerns have led to the development of encryption and other techniques. As a result, the archivist may inherit yet another layer of complexity in preserving records. Not only must we preserve the records, but also may have to preserve the encryption scheme (and the ability to read it) indefinitely. In the world of digital records, a solution to one problem can become part of yet another problem.

2. What is Different about Local Government Digital Archives?
Before turning to differences, some things obviously are the same. All archives are non-current records of an institution or organization preserved for their enduring value. Similarly, digital archives are a subset created using current information technology that may have to be retrieved long after the original technological environment has disappeared.

The differences with local government digital archives can be summarized by five statements:

1. The records directly affect the rights and interests of almost all citizens.

2. “Born digital” records are just beginning to be addressed.

3. The records are at risk from proprietary and ad hoc solutions.

4. Resources are sensitive to local concerns.

5. Cooperation and partnerships will be essential.

2.1. The Records Directly Affect the Rights and Interests of Almost All Citizens
Local governments are part of the daily lives of almost all Americans. The survey conducted during this project identified many types of records that were being converted to digital form, such as land records (deeds, mortgages, building permits); vital records (births, marriages, and deaths); voter registrations; and court records (wills, probates, case files). Literally, from the cradle to the grave, and at all the major life milestones in between, local governments create and maintain records on all of us.
Some recordkeeping environments are quite abstract to the average citizen. If a corporation cannot locate records to support its tax return or a distant organization suffers a natural disaster, we may give it a passing notice. However, citizens expect that the government “closest to home” will be quickest to respond to a call for information. Local government archivists and records managers are trying to meet the challenge. In the words of one survey respondent, “We would welcome any support to bring forth the importance of the preservation of our records. It is not that people do not care; it is just a lack of realization of how devastating the loss of such records can be to a city.”

2.2. “Born Digital” Records are Just Beginning to be Addressed
Digital archives include both records that are converted from analog copies and records that begin life directly as digital artifacts. The latter are often referred to as “born digital” records.
Some of the larger local governments, especially at the county level, are managing digital records from birth. Smaller local governments, however, still are focused on digitizing paper records. According to survey respondents, 62% of local governments currently are digitizing/scanning records. Only 16% of governments do not ever foresee digitizing records.
The purpose in mentioning the distinction between “born digital” and “born analog” records is to note that local government digital archives up to this point contain the “easy stuff” of the digital world—static records. Paper-based records do not contain embedded hyperlinks, metadata for tracking changes, and spreadsheets with working formulas. The born-digital equivalents will contain this and much more. As with most things digital, complexity will introduce new challenges as well as opportunities. Preserving over time the essential characteristics of dynamic digital records will be one of the major challenges.

2.3. The Records Are At Risk from Proprietary and Ad Hoc Solutions
At the national and international levels, there has been a great deal of emphasis on avoiding proprietary vendor solutions for records of long-term value. Archivists do not want the historical memory at the mercy of a vendor’s bottom line. The preservation community, therefore, has advocated open standards and formats as central to any long-term solution.
Local governments certainly have similar concerns, and local government archivists have been strong advocates for nonproprietary solutions. The reality, however, is that it is common for key parts of the local government technology infrastructure to be built by local vendors who may not be attuned to national trends. There also are niche providers to local governments who are distinguishing their products through proprietary enhancements to otherwise open systems. If vendors are local, there may be political as well as other difficulties in moving away from them.
Apart from proprietary solutions, all organizations also experience “ad hocracy.” The project survey included questions about email as one way to gauge the level of ad hoc approaches. Respondents were asked, “How does your government store the ’official copy‘ or ’record copy‘ of email? (Please choose all that apply).” In descending order, the responses were:

	Table 3. Storage of “official copy” or “record copy” of email

	Response
	Percentage

	We do not have a policy/procedure for managing email
	47.5

	Employees print messages and file them.
	29.5

	Employees store and manage messages on their local PCs
	27.3

	Information Technology (IT) stores and manages the email
	24.0

	Employees store and manage messages on the email system server
	18.0

	Employees store and manage messages on centralized servers
	9.3

	Other
	6.0


The almost half of governments without an email policy clearly are managing email on an ad hoc basis. It is reasonable to assume that printing messages and storing messages on local PCs also are ad hoc decisions in many cases.

While such results are not surprising, they should be a cause for concern. Email has been the subject of much litigation and has led to huge fines against private sector organizations.
 This is the record type where one would expect the most attention from a recordkeeping standpoint. Treating email as the “canary in the mine” should give us pause about other types of records such as Geographical Information Systems (GIS) and Web pages.

As one final way of assessing how much systematic management of digital archives is taking place, the survey included the following question:  “How does your government store inactive (archived) electronic records? (Check all that apply.)” In descending order, the responses were:
	Table 4. Storage of inactive (archived) electronic records.

	Response
	Percentage

	We store inactive electronic records in the department
	66.2

	We store inactive electronic records in a government-managed records center
	22.1

	We store inactive electronic records in a government-owned warehouse/building
	16.9

	We store inactive electronic records in a private, commercial records storage center
	11.8

	We store inactive electronic records in a private facility not dedicated to records management
	3.7


Once again, it is alarming if not surprising to note that two-thirds of local governments store inactive digital records in the department. Admittedly the question is someone flawed:  the question did not require the respondent to state whether this was the “originating department” or the “archives department.” Anecdotal evidence suggests that relatively few local government archives are taking custody of inactive digital records. Therefore, it is reasonable to conclude that digital archives are being “maintained” in the departments that created the records. This a double whammy for historical preservation since, as noted above, local department systems are more likely to be proprietary in nature.

2.4. Resources Are Sensitive to Local Concerns
The strength and the weakness of local governments is precisely the fact that they are “local.” As citizens, we are able to monitor carefully the actions of local government officials and communicate with them face to face. This is a major advantage over more distant levels of government. On the negative side, the constant attention to local concerns may make it more difficult to address “big picture” concerns. Digital preservation is one such big picture.
One of the greatest areas of local sensitivity is taxes. There is a great deal of pressure on local government officials to keep budgets—and taxes—low. Since this is local government, elected officials often receive feedback on their budget performance in face-to-face sessions with constituents. In this environment, it is difficult to talk long-term solutions with open-ended budget commitments, which is exactly the case with digital archives. As one survey respondent said, “Resources are scarce and compete with other needs in [the] city and especially social services.”
The archives is not the only underfunded department in local government. Again we have a double whammy in that our logical partner, the Information Technology Department, also is underfunded. In the words of a survey respondent:

Our IT staff has its plate more than full trying to keep up with current major projects to maintain the operation and currency of our present electronic systems. They are very narrowly focused on what has to be accomplished in the here and now. They have little time to study and plan for the permanent retention of records which are vanishing from hard copy formats into what may become only temporary electronic formats.
Granted, probably no digital archives at any level believes it has sufficient sustainable funding to meet all of the challenges ahead. Nevertheless, few other organizations face the immediate and visible wrath of their constituents if financial promises are not kept. Local government officials are always aware of this fact.

2.5. Cooperation and Partnerships Will Be Essential
Archivists at all levels are realizing that preserving digital records is impossible without partners from outside the recordkeeping community. Several of our survey respondents mentioned the need to partner with information technology professionals. Some, however, pointed out that local government IT departments may experience the same funding constraints as archival programs and not have a state-of-the-art infrastructure.
Partnerships also may need to go beyond individual local governments. Several respondents called for greater involvement by the state archives. There were some requests for state leadership in policy development and enforcement. Others suggested that state involvement extend beyond policies to the implementation of technology. As one respondent said, “The technology needs to be standardized statewide at a minimum. Technology changes rapidly and local governments do not always have the money or expertise to move to the next generation of technology.”

3. What General Strategies Are Being Used for Digital Archives?
How are archivists reacting to all of the challenges outlined above? As already noted, promising solutions are being developed and tested. Unlike other areas of archival practice—arrangement, for example—where methods have been tested for decades and even centuries, dealing with digital records is a work in progress. At the moment, the following ten approaches are being developed, tested, and implemented:

1. Analog storage
2. Digital archaeology
3. Computer museums
4. Backward compatibility
5. Formulating policies
6. Standards

7. Conversion and migration
8. Emulation

9. Trustworthy information systems
10. Persistent digital archives

3.1. Analog Storage

As organizations transition to digital records, they often opt for analog storage:  printing a “record copy” on paper or microfilm and entering this copy into an existing recordkeeping system (usually paper files in cabinets). Such analog records tend to lack key information unless an organization plans the reformatting. For example, just printing the body of an email message is not sufficient; an organization also must preserve transmission and receipt data.
Furthermore, preserving records in analog form does not always preserve their essence. Jeff Rothenberg of the Rand Corporation has identified a “unique collection of core digital attributes.” According to Rothenberg, if we are to preserve digital records, we must preserve their ability:  to be copied perfectly; to be accessed without geographic constraint; to be disseminated at virtually no incremental cost; and to remain machine-readable in all phases of their creation and distribution. In addition, documents that are “born digital” tend to be dynamic, hyperlinked, and interactive—additional attributes that may need to be preserved. Rothenberg considers managing an analog copy to be a “rear-guard action and not a true solution.”

I think, however, that generating a copy on microfilm can be an “archival hedge” (to paraphrase the famous article by F. Gerald Ham).
 Computer Output Microfilm (COM) generates microfilm directly from a digital file without an intervening paper copy. Yes, there is a loss of the digital attributes noted above—but maintaining those attributes is an open-ended commitment to the future. Archivists have had so little experience with access to digital records over time that it is impossible to know which ones must be preserved in digital form for future research. Generating a “just-in-case” COM copy at the time of the transfer of the digital records to the archives gives us ultimate flexibility:

· If the records continue to warrant preservation in their digital form, they can be managed in this way.

· If at some future time, however, our successors determine that the information still has enduring value but that the digital attributes no longer are worth the expense of preservation, they can destroy the digital file.

The archival hedge of a COM copy may enable future archivists to conduct the kind of regular reappraisal advocated by Leonard Rapport.

3.2. Digital Archaeology
Seamus Ross of the University of Glasgow has developed the concept of “digital archaeology.” This is a “minimalist approach” whose primary focus is to convert digital records to a new technology only when future access to them is required. In this approach, the cost of moving digital records out of software dependency is shifted to some undefined point in the future.
This does not mean, however, that digital archaeology is without cost. The strategy calls for periodically transferring the records to new storage media. It also requires collecting and preserving documentation about operating systems and application software that would be used in the future to replicate the technology platform on which the digital records were originally created, used, and maintained. This documentation, in effect will be our “digital Rosetta Stone.” Charles Dollar has characterized digital archeology as “future reverse engineering.”

3.3. Computer Museums

Computer museums also have been suggested as a preservation approach, possibly one of last resort. In this scenario, one or more institutions would gather and maintain the various versions of computer hardware and software. The institutions would need to have sufficient spare parts, manuals, and documentation for the indefinite future. Someone needing access to obsolete digital records would run them on the hardware and software preserved in the museum.

Computer museums raise a number of questions:  Can we really hope to keep any machine running indefinitely? How many people in the future will have access to the resources of just a couple of computer museums? Doesn’t this defeat one of the major advantages of digital technology, namely, distributed access?

Despite the long-term limitations of the computer museum approach, there are many institutions and individuals who have an old personal computer tucked away in a closet as a last resort for reading digital files. As long as the PCs continue to work, they refuse to discard them. There really is nothing wrong with this as a short-term strategy.

3.4. Backward Compatibility
One approach to managing digital records shifts responsibility to manufacturers and vendors. Organizations using backward compatibility as a strategy make certain that any new system can read old data, ideally through at least two previous generations.
In this approach an organizations makes a commitment that it will “leave no records behind.” The organization maintains a window of backward compatibility through system upgrades and revisions.
The advantage of the backward compatibility strategy is that an organization always knows where its digital records are. By converting records as part of system upgrades, in theory there should not be orphaned records in the future. Also, the costs of managing digital records are spread out across the entire life cycle of the records.

3.5. Formulating Policies
Without a policy defining digital records and authorizing the archivist to intervene, it is extremely difficult for an archivist to have an impact on the digital records of the organization—there are just too many other sources of power within the organization for the archivist to do battle alone.
In general, digital records policies should:

· be generalizable to the range of departments and problems being addressed;
· pose clear alternatives with sufficient basis to support judgments;
· be implementable, flexible, and cost effective.
David Bearman outlined the issues associated with digital records that require policy formulation and determination. These issues, and brief explanations, are summarized below:
	Table 5. Policy issues associated with digital records


	Policy Issue
	Requirement

	Defining record and non-record
	Define these concepts clearly enough so they can be implemented by people and systems.

	Assigning responsibility
	Identify which organizational entities have specific responsibilities for management of digital records.

	Adjusting to cultural change
	Accommodate shifting behaviors and attitudes, as well as changing technologies.

	Assuring legality
	Require the organization to take actions that will safeguard the legality of the digital record.

	Scheduling for disposition
	Ensure the retention of records for only as long as required by law, organizational objectives, and research needs.

	Appraising for enduring value
	Be able to identify and preserve archival digital records.

	Integrating access
	Require actions that prevent different formats of records from being a serious barrier to access

	Documenting
	Require consistent methods of describing records from their creation to their destruction, for intellectual control and documentation purposes.

	Storing
	State who will have physical custody of archival digital records.

	Preserving media
	Establish standards for care and storage of digital records, and address the basis upon which storage media decisions are to be made.

	Preserving functionality
	Define to what extent original functionality is to be replicated or documented when migration of data and systems are necessary to ensure continuing access.

	Ensuring security
	Protect electronic information and preserve the rights of individuals and the confidentiality required of the organization.

	Providing for use
	Dictate how the organization and others entitled to access will be enabled to use digital records.

	Controlling costs
	Address how the organization will avoid unnecessary costs and target essential expenditures in the management of digital records.


Cornell University conducted a research project involving policies for digital information. The PRISM Project focused on policy development and enforcement in several areas:

· Long-term survivability of digital information

· Reliability of information resources and services

· Interoperability

· Security

· Privacy rights of users

· Intellectual property rights of content creators

· Metadata that ensures information integrity

The Cornell researchers concluded that few formal policies were in place for distributed resources and that as a result the level of trust about the preservation of digital content was low.

This research reinforces an important point about relying on policies for managing digital records:  once the policies are in place, either the archivist or another person (such as the internal auditor) must monitor compliance. Having adequate policies usually is necessary but not sufficient—it is the foundation for digital preservation but not the entire solution.

3.6. Standards

Policies usually have a requirement that the organization employ national and international standards as part of any digital records systems. Archivists have been among the leading advocates for standard approaches rather than proprietary vendor solutions. The reason archivists advocate standards is that standards promote interoperability and portability. Interoperability means that different information systems can function together as a cohesive unit. Portability means that information can be carried to and used on different hardware and software platforms.
Standards develop in two ways. In some cases, a standard-setting organization— such as the American National Standards Institute (ANSI) in the United States or the International Organization for Standardization (ISO)—establishes criteria to which manufacturers and system designers adhere. These are called de jure standards. In other cases, a vendor product controls such a large market share that it becomes a de facto standard — for instance, Microsoft Word for word processing.
There is tradeoff, however, with using standards. Standard formats, particularly de jure ones, seldom contain the latest functions and components so desirable in the digital world. Vendors regularly implement features that go beyond the standards in order to secure market share. For example, the lowest-common-denominator standard format for text files, ASCII, does not retain such features as italics and boldface. Therefore, we face a difficult decision:  if we use a standard format, we may not preserve all of the core digital attributes.
One of the most exciting developments on the standards front is the release of a standard model for digital archives systems. Called the “Reference Model for an Open Archival Information System” (OAIS), it was initially developed by NASA for archiving the large volumes of data produced by space missions. The OAIS model defines the environment necessary to support a digital repository and the interactions within that environment.

The OAIS model breaks the archiving system into six distinct functional areas:

1. Ingest. The system accepts information submitted from outside the framework and prepares the contents for storage (including generating descriptive information).

2. Archival Storage. The system passes the information, now called archival information packages, into a storage repository, where it is maintained until the contents are requested and retrieved.

3. Data Management. The system populates, maintains, and accesses both descriptive information about the archival holdings and administrative data used to manage the archives.

4. Administration. This function provides services for the overall operation of the archives system.

5. Preservation Planning. Systems monitor the environment of the OAIS and provide recommendations to ensure that the information stored in the OAIS remains accessible, even if the original computing environment becomes obsolete.

6. Access. Systems allow a user to determine the existence, description, location, and availability of information stored in the OAIS. Subsequently, information products can be requested and received.
In the words of the General Accounting Office, “The OAIS framework does not presume or apply any particular preservation strategy. This approach allows organizations that adopt the framework to apply their own strategies or combinations of strategies. The framework does assume that the information managed is produced outside the OAIS, and that the information will be disseminated to users who are also outside the system. Because the model is simplified to include only functions common to all repositories, it allows institutions to focus on the approaches necessary to preserve the information.”
  Most large-scale digital archives implementations, including the Electronic Records Archives Project at the National Archives and Records Administration, are based upon the OAIS Reference Model. The Research Libraries Group and NARA have developed a checklist for assessing institutions against the OAIS Reference Model.

3.7. Conversion and Migration

The goal of conversion and migration is to translate documents into forms accessible by future generations of hardware and software. The translation takes place on a regular basis as hardware and software become obsolete.

Charles Dollar clarified the differences among four terms for media renewal often incorrectly used interchangeably—reformat, copy, convert, and migrate:

· Reformatting of electronic records means that there is a change to the underlying bit stream but there is no change in the representation or intellectual content of the records. Typically, reformatting is associated with the transfer of a bit stream from one storage medium to a different one. For example, moving from 9-track tape to cassette would be reformatting, as would transforming records from EDCDIC (the coding used on mainframe computers) to ASCII (the coding used on personal computers).

· Copying electronic records means transferring them from old storage media to new storage media with the same format specifications without any loss in structure, content, and context. In copying electronic records the underlying bit stream pattern on one storage medium is replicated on a new but identical storage medium (e.g., 3480 tape to 3480 tape).

· Converting electronic records involves their export or import from one software environment to another without the loss of structure, content, and context even though the underlying bit stream is likely to be altered. Conversion occurs when electronic records are moved from one software environment or application to another, for example, when we convert a file from WordPerfect to Microsoft Word.

· Migrating electronic records often involves moving them from proprietary legacy systems that lack software functionality to contemporary systems. The only way known at this time to migrate the records and their essential software functionality is to write special-purpose code or programs. For example, if the archivist found old magnetic tapes in storage from a long-obsolete computer system, the only option would be to write a special program to read the old data. This is more complex than is generally thought, especially since archivists must preserve the integrity of the records during the migration.

In some ways, conversion and migration are the opposite of a computer museum. The goal of conversion and migration is to keep the digital file readable as hardware and software change. Conversion, the less disruptive of the two approaches, involves the regular “rewriting” of digital files from older to newer computing environments. Anyone who has experienced a conversion, such as moving from WordPerfect to Microsoft Word, knows that this is not a seamless process. Migration, on the other hand, is usually a last-gasp attempt to move digital information from long-inactive legacy computer systems. Migration almost always requires the writing of special software that could call into question the intellectual integrity of the resulting records.

3.8. Emulation

Emulation means that one computer system will act like another. We regularly experience this when our personal computers emulate, or act like, a “dumb terminal” into a mainframe system.
According to Jeff Rothenberg, the emulation approach involves developing techniques for

· specifying emulators that will run on unknown future computers;
· saving in human-readable form the descriptive data needed to recreate digital documents;
· encapsulating documents along with their descriptive data, software, and emulator specifications.

Rothenberg believes that emulation is the “only reliable way to recreate a digital document’s original functionality, look, and feel.

Emulation may eventually prove to be the preferred long-term strategy. At the moment, however, it is a leap of faith for the archivist to rely only upon emulation. Most archives, especially smaller ones, probably will opt for conversion and migration. Though there is a potential loss of data with each conversion or migration, the loss should be apparent to the archivist. With emulation, we might not know for years or decades whether someone has developed a successful emulator.

3.9. Trustworthy Information Systems

It does no good to have a digital archives if we cannot trust it. In 1996, the Commission on Preservation and Access and the Research Libraries Group formed a Task Force on Archiving of Digital Information. This task force identified five aspects of information integrity, a key component of trustworthiness:

· Content. The content is the intellectual substance found in the information objects.

· Fixity. The content must be fixed as a discrete object in order to be a record. If a digital object can be changed without notice, then its integrity may be compromised.

· Reference. For a digital object to maintain its integrity, one must be able to locate it definitively and reliably among other objects over time.

· Provenance. The integrity of an information object is partly embedded in tracing its source.

· Context. Digital objects interact with other elements in the wider digital environment.

Since this initial statement, archivists have continued to develop the concepts of integrity, reliability, and authenticity.
  Recently the Minnesota Historical Society codified the idea of a “trustworthy information system” and prepared a handbook to explain the concept to state agency officials.
  According to MHS:

We chose the term trustworthy because it denotes integrity, ability, faith, and confidence. We use trustworthiness to describe information system accountability. We use the words reliable and authentic when we talk about the information and records that the information system creates. Reliability indicates a record's authority and is established when a record is created. Authenticity ensures that a record will be reliable throughout its life, whether that lifetime lasts six months, ten years, twenty years, or forever.
The handbook organizes criteria for trustworthy information systems into five categories:

· System documentation

· Security measures

· Audit trails

· Disaster recovery plans

· Record metadata
The handbook then assists state agencies in choosing what is reasonable and practical depending upon a variety of factors. The important point is “to make, justify, and document your choices in order to ensure consistent application and  . . .  agency accountability for its decisions.”
  This handbook will be useful to officials in local as well as state governments.

3.10. Persistent Digital Archives
Research at the San Diego Supercomputer Center is foundational to many aspects of digital preservation. SDSC’s approach has evolved over time and includes three aspects:
· Persistent formats

· Persistent collections

· Persistent archives

Digital preservation begins with formats. The SDSC research team stated that archival formats should not require special access software. They should be standardized, open, and as simple as possible. Ideally, they should be “self-contained” and “self-describing.” The specifications of proprietary formats (like Word or WordPerfect) may vary from version to version, may not be available at all, or—even if they are available—may still require custom software (“viewers”) to “understand” the information contained in a document. SDSC is a strong voice advocating XML as the best choice among today’s options for a long-term storage format. 

In addition to document formats, entire collections must persist. In a two-part article in D-Lib Magazine in 2000, the SDSC Team broadened the discussion from persistent formats to persistent “collections.” A collection-based persistent archives is one in which the organization of the collection is archived simultaneously with the digital objects that comprise the collection. A persistent collection requires the ability to dynamically recreate the collection on new technology. What is needed is an infrastructure that supports the continuous migration of both the digital objects and the data collections. The SDSC goal is to preserve digital information for at least 400 years.

In more recent research, the SDSC Team further broadened its view of digital preservation to include “persistent archives.” Not only the information content, but also the processing steps used to create the collection must be preserved.
 If the accessioning process can be captured in an infrastructure-independent representation, the same process can be used to manage the migration of the collection in the future. They believe that current data grids contain the core capabilities for implementing, managing, and evolving a persistent archives.
  In the view of SDSC researchers, managing a persistent archives requires three things:
· Infrastructure to store the digital objects (archives)

· Information repositories to hold the metadata (databases)

· Knowledge repositories to organize the relationships (logic systems).

In brief, since an archives deals with context and relationships, a digital archives also must persist these aspects over time.
3.11. Conclusion

In this section I have briefly discussed ten strategies and approaches for managing digital archives. Some of the strategies can be implemented immediately by local government archives of all sizes (for example, policy formation and backwards compatibility). Other strategies probably will only be reasonable for major institutions with large budgets (persistent digital archives and emulation, for example). Nevertheless, archivists in both large and small institutions will need to begin managing digital archives. The next section provides some practical advice for local governments, based upon the current state of the art.
4. What Strategies Make the Most Sense for Local Governments?
Understanding what is different about local government records leads to suggestions for strategies to address the situation. Therefore, this section will present strategies and actions in each of the five areas discussed in Section 2. Taken together, these strategies can help local governments manage their digital archives for the long term.

4.1. Records Affect All Citizens
The first strategy that local governments should pursue is the education of citizens about the challenges posed by digital records. Since local government records relate directly to individual persons, the education, in turn, can be very “personal”—What if you cannot sell your house because the digital files are unreadable in the future?
The education also should stress efficiency and cost reduction as well as long-term preservation. Local governments convert mission-critical systems to digital form in order to increase efficiency and provide better service. This is an argument that should appeal to even the most cost-conscious taxpayer. The point that needs to be added is that the digital records will need ongoing care and feeding in order to support the government’s mission.
To support this education, it would be useful for the Council of State Archivists, the Society of American Archivists, or another party to develop case studies aimed specifically at local taxpayers. The case studies should highlight the following:

· How the digital records support a function or activity that matters to the citizens

· How the use of digital records makes the government more efficient and saves the taxpayers money

· Why it is important that these digital records remain accessible over time

· How the local government is preserving the records

· The potential costs the local government avoided by addressing digital preservation sooner rather than later

In addition to stories of success, it would be good to have some case studies of failed approaches to digital records. For example, I know of one local government that is on its third information system supporting a key government function. In each of the two conversions, key information was lost exporting data from a proprietary system. In designing its third system, the government finally learned the proprietary lesson and implemented open standards. These “negative” case studies would be intended for local government officials rather than taxpayers and other stakeholders.

Finally, educational materials should be designed for local government professional associations:  mayors, clerks, assessors, etc. These materials can be supported with a speaker’s bureau of local government officials ready to spread the gospel of digital preservation to their peers.

4.2. “Born Digital” and “Born Analog” Records
As noted above, local governments are heavily involved with digitizing paper and microfilm records. This trend is expected to increase in the future. A survey question asked local government officials to estimate the percentage of records that still exist in paper form. The most common response was that between 81 and 100% of records still are on paper. Seventy-three percent of respondents selected this answer.

Analog records that are “born again” in digital form tend to be static—content is fixed rather than being assembled dynamically. Since these records support long-term rights and obligations, local governments may be nervous about putting all of their preservation eggs in the digital basket. This nervousness is quite appropriate and may even be an indication of a clear-thinking local government official.
It would be useful for CoSA or another party to develop a case study outlining the pros and cons of a hybrid preservation solution, one containing both digital and analog components. Static digital records often can be transferred to microfilm at a small incremental cost using Computer Output Microfilm (COM), a technology developed in the 1960s to replace costly paper printouts in financial institutions. For real property and similar long-term records, it may be quite appropriate to have COM stored both onsite and offsite in a disaster recovery facility.
Dynamic digital records, however, will not lend themselves to static digital representations. In these cases, local governments will have to “bet the ranch” on digital preservation. It would be useful for CoSA or another party to prepare summaries of digital best practices for governments of different types. What is appropriate for a county? How should a school district approach preservation of digital student records?
A key concern is the authenticity of the records over time. What good is it for a local government to preserve digital records if they will not stand up to legal and other challenges in the future? Just capturing and storing digital records will not be sufficient. Records custodians must be able to explain all of the steps involved in supporting the integrity of the records over time. National and international projects have addressed authenticity of records, but there still is no good guidance for smaller local governments.
  As with other aspects of digital preservation, it will be necessary to balance cost and benefit.

4.3. Proprietary and Ad Hoc Solutions
There are two strategies for dealing with proprietary and ad hoc solutions. The first deals with future systems while the second deals with legacy systems. The strategies can be implemented separately or together.
In terms of future systems, education is once again the key. Archivists must develop arguments for avoiding proprietary systems that are strong enough to withstand the political pressure of local vendors. We must stress that formats should be open rather than proprietary. For example, a vendor should have to explain why its digital images are not in a standard TIFF format that can be imported into other systems. The presumption should be openness; the burden should be on the vendor to defend anything else.
Professional organizations need to assist local government officials with the identification of appropriate standards. It would be useful to provide “boilerplate” text that local government officials can insert into purchasing requisitions, as well as vendor selection criteria used by other governments.
Turning to the second strategy, what do we do with legacy systems? These contain some of the records at greatest risk of loss. The strategy here would be to provide guidelines, checklists, or other tools to help local governments triage their legacy digital records. With scarce government resources, it may not be possible to save all of our digital heritage. Unless governments can establish priorities, however, we risk losing everything through inertia or paralysis.

4.4. Resources 
Resource availability can never be far from our thoughts. Digital archives tend to begin as pilot projects, sometimes with grant funding. However, for digital preservation to succeed over time, it must become part of the very fabric of local governments.
The first step is to develop one or more “business cases” for digital preservation. Why is digital preservation essential? How can its funding be regularized and sustained? Why is it essential that every government address its digital archives?
Case studies and sample business plans are the place to begin. The case studies and plans should be reviewed by management professionals to make certain that we are speaking the right language and doing so in the most effective way possible. Conference presentations and the speaker’s bureau should be used to extend the message beyond the archives and preservation communities.

4.5. Partnerships 
There are three types of partnerships necessary to advance digital preservation:  within each local government, among local governments, and with state governments.
Within each local government, archivists and records managers must establish meaningful and ongoing partnerships with their information technology professionals. Initial contacts should stress meeting the needs of IT professionals. For example, records managers can help reduce server space by providing retention guidance for email messages. It is better to begin a partnership by giving rather than taking.
Part of a partnership with IT professionals is understanding how best to structure projects. Digital preservation is such a long-term goal that it can be difficult to decide where to begin. It also is difficult to measure success in preserving something “forever.” Therefore, the strategy should be to package digital preservation into a series of twelve-to-eighteen-month projects that can demonstrate success and momentum. Such an approach builds support, achieves victories, and tells the kind of good story that elected officials like to present to voters. It makes digital preservation a “win-win” situation.
There also should be partnerships among local governments. For example, school districts would benefit from talking about how each is approaching the common problem. The districts might decide that one district should build a digital archives and that others should participate on a fee-for-service basis. The cooperative possibilities are limited only by the imagination and initiative of the local governments.
Finally, several survey respondents specifically asked for greater cooperation with their state archives. Some states already are taking custody of local government digital archives. Case studies should be developed from these initiatives, with the case studies written from the perspective of the local government officials. In an era of tight fiscal resources, cooperating with the state archives may be the most cost-effective way to proceed. It also builds partners that the state archives can use in the legislature to argue for increasing its own financial resources.

5. What Can I Start Doing Now?
Preservation solutions will continue to be developed and refined. In the meantime, local governments will need to make some decisions about implementation strategies—they will not be able to wait until the “perfect” approach is developed (if it ever is).
The following three fundamental decisions must be part of any short- or long-term implementation plan:

· Grand solution vs. trench warfare. Will we work from the “top down,” trying to establish universal rules, or will we work from the “bottom up,” applying lessons learned from one case to another? The top-down deductive approach is exemplified by the InterPARES Project (International Research on Permanent Authentic Records in Electronic Systems). The bottom-up inductive approach is being tested in such places as Indiana University.

· Build recordkeeping functionality into all systems vs. transfer records into a recordkeeping system. Once we acknowledge that most information systems are not automatically designed to capture and maintain records, we face a choice:  Do we want to try to make every information system a recordkeeping system or do we want to have a separate recordkeeping system attached to our computing infrastructure? Early efforts to implement functional requirements tended to focus on the former; some recent initiatives have turned to the latter.

· In-house preservation vs. outsourced solution. Some local governments will want to build their own preservation infrastructure while others will contract for these services with third-party providers. The decision will involve more than economics; it also will involve organizational dynamics and institutional priorities.

5.1. Seven-step Approach to Managing Digital Archives

Every local government needs a plan for managing digital archives. The plan, however, must take into account organizational realities as well as research possibilities. What follows is a seven-step approach for the local government with a limited preservation budget. The approach focuses on partnering with others in the government in order to develop incremental solutions.

The seven steps are:

1. Understand the government context

2. Determine the role of the archives
3. Define issues and concerns

4. Identify partners

5. Design pilot projects

6. Test approaches and solutions

7. Roll out the program to the entire government

Step 1:  Understand the Government Context

As a first step, the archivist will need to understand the government in its entirety. This will involve reading reports and other documents that state the current concerns of senior administrators.
The archivist also will need to schedule one or more meetings with the information technology staff in order to understand, at least in broad brush strokes, the IT landscape and architecture. This understanding can deepen over time, perhaps as the archivist works closely with a liaison appointed by IT.
Also helpful at this point is conducting one or more group meetings with electronic records creators and users. There is no more efficient way to obtain an overview of the entire government than holding such group sessions.
Step 2:  Determine the Role of the Archives

Once the archivist has an overall sense of current government concerns, he or she should try to state clearly the vision of the archives in the area of digital records. From this vision will flow the role that the digital archives will play in the life of the government.
The possible roles are endless, limited mainly by resource requirements. However, some of the roles that other archivists have established for their departments are:

· Advocate for historical concerns. One obvious role is as an advocate for historical concerns. In many governments, the archivist may be the only person focusing on the past and future, rather than the present. This is especially the case in an information systems environment where the focus is on meeting the current needs of users without worrying about what will happen to the data in the long term.

· Internal consultant. Another role for the archives is as an internal consultant on digital preservation. In order to fulfill this role, the staff may need additional training in information technologies. The staff will need to “speak the language” in order to have credibility as an internal consultant.

· Voice at the table. It is common for the archivist to try to get a seat at the table where information issues are discussed. This involves getting appointed to committees or task forces dealing with the design and implementation of new information systems. While this will take time away from other duties, it is time well spent to assure digital preservation.

· Information locator. Some archives are opting for the role of “information locator.” In this model, the archives becomes a one-stop-shopping source for information resources, whether maintained by the archives or the originating department. In the government sphere, this role is called a Government Information Locator System (GILS) and is found at both the federal and state levels.

· Custodian of records. As discussed previously, the archives can choose to take custody of all electronic records of long-term value. The alternate role is for the archives to opt to have custody remain in the originating department. The table below summarizes arguments in favor of these two approaches to custody.

	Table 6. Arguments in favor of approaches to custody


	Centralized Custody Approach
	Distributed Custody Approach

	Mission and competencies. It is not part of the mission of the creating agency, nor does its staff possess the necessary skills to safeguard the authenticity of non-current archival records.

Ability to monitor compliance. There are not enough trained archivists available to monitor or audit records in a distributed custody environment.

Cost to monitor compliance. Costs to manage records in a distributed environment are unknown, but it likely to be more costly to monitor recordkeeping practices than to assume custody of the records.

Changes in work environment. Changes in staffing and in departmental priorities can place records left with creating offices at great risk.

Vested interests. Inactive records must be taken from those who have a vested interest in either corrupting or neglecting them.
	Costs. It would be enormously expensive and a massive waste of resources to attempt to duplicate within the archival setting the technological environments already in place within the creating offices.

Changes in technology. Rapid technological change and the reluctance of manufacturers to support old hardware make it extremely difficult for a centralized repository to manage an institution’s digital records.

Skills required. It would be difficult for an archives staff to learn the skills and provide the expertise needed to access and preserve the wide variety of technologies and formats in use.

Loss of records. Insisting on custody will result in some cases in leaving important records outside the recordkeeping boundary.


An approach that not enough archivists have considered is the “co-custodial” approach. This approach recognizes that managing digital archives involves both “front-office” and “back-office” components:

· Front Office. These are the customer-service functions, such as administration, acquisition, and access.

· Back Office. These are the collection-management functions, such as receipt of records in an approved format; copying onto preservation media; making a disaster protection copy and storing it offsite; storing records; monitoring the physical condition of stored media; refreshing the media as required; migrating the information at regular intervals; and destroying the records in a secure fashion when possible.

A co-custodial approach means that the archives assumes legal custody of the records—the archives takes full responsibility for preservation of the records. However, the archives then delegates physical custody to a qualified third party, often the Information Technology Department of the parent organization. This permits the IT department to handle the back office functions under contract from the archives. In this scenario, the IT Department, rather than the archives, is responsible for purchasing new hardware and software as well as maintaining qualified technical staff.

Step 3:  Define Issues and Concerns

The third step is to define the issues and concerns most relevant to the local government. For some, the key issue will be the control of email. For others, it will be the preservation of websites or the review of old computer tapes in inactive storage.

Once the issues are defined, I recommend summarizing current research on the issues. This brief document should be presented in clear, straightforward language suitable for wide distribution throughout the government: it should be free of technical jargon and acronyms. The purpose of the summary is to place the government’s efforts within the larger professional context and to stimulate additional thinking by management and staff.

Step 4:  Identify Partners

The next step involves “selling” the digital archives program to potential partners within the government. Most archivists will not be able to go it alone; a successful digital archives program will have to flow from a partnership with others in the organization.
But how does one go about selecting partners? Some key considerations are:

· Begin with your friends. There is no point beginning with people who are resistant to the preservation initiative. Rather, it is better to begin with people who recognize the problem. At a later date, the program can be expanded to the entire organization, including the recalcitrant ones.

· Try to address the concerns of the partners. As tempting as it may be to try to focus exclusively on the concerns of the archives, this will not lead to a true partnership. The best way to build support within the organization is to listen to potential partners and give their concerns equal weight. Often during the course of discussion, it will become clear how similar the interests of the archives and the partner department really are.

· Try to find partners who can build positive word of mouth as the program progresses. The ideal is to work with a partner who will enthusiastically tell others of your success. In this way, the “buzz” around the government is positive rather than negative. Naturally, there will be partner enthusiasm only if we actually help partners solve their problems.

· Be aware of organizational politics. Sometimes the archivist must consider politics when choosing partners. For example, it may be unwise to exclude another department head who also reports to your boss or to appear to be taking sides in existing organizational struggles.

The main point in selecting partners, however, is to focus on projects with the greatest chance of meeting objectives on time and under budget. All the other considerations mean nothing if we do not accomplish what we set out to accomplish.

Step 5:  Design Pilot Projects

The fifth step is to design one or more pilot projects in consultation with your partners. Each project should have the following components:

· Objectives. What do we hope to achieve in working with the partner?

· Methodology. How will we achieve the project objectives?

· Time frame. When will the project begin and end?

· Responsibilities. Who will accomplish the objectives? Which responsibilities belong to the archives and the which to partner department?

A clear statement of project objectives and methodologies will go a long way toward assuring the success of the pilot project.

Step 6:  Test Approaches and Solutions

The actual testing of approaches may take anywhere from a couple of days to several months. It is important to keep in mind that the partner is “lending” time and resources to the pilot project designed by the archivist, and that project probably will not be the partner’s primary concern. This means that crises may arise that force the partner to slow down work on the pilot. The archivist has to be ready for this. Usually adjusting the time frame for completion is enough to keep the partner involved in the project.

Remember that this is a pilot or experiment. Therefore, it is common to have to adjust expectations and refine solutions as work progresses. While this may be frustrating, it is precisely the reason why we opt for an incremental solution rather than trying to implement a program throughout the entire government all at once. Better to learn from our mistakes on a small scale than to try to repair large-scale damage to our department’s reputation.

Near the end of the pilot it should become obvious if we need to write policies or procedures before implementing the program on a broader scale. Once again, these policies and procedures are best drafted in consultation with the partners we already have cultivated.

Near the end of the pilot phase, it is helpful to prepare written summaries of the projects, focusing on lessons learned and experience gained. These written summaries will bring the pilot phase to closure by forcing the archivist to reflect on project objectives and outcomes.

It is important to be honest in evaluating the pilot projects. Not everything will always go as planned and sometimes what seemed like a good idea before the pilot turns out not to have been so well conceived. As long as we learn from the experience, the pilot phase will have been well worth the time.

Step 7:  Roll Out the Program to the Entire Government
The final step involves implementing the digital preservation program throughout the government. This requires four major activities:

· Finalize policies and procedures. If policies and procedures are in draft form, they need to be finalized before the program can be implemented broadly. Policies and procedures must be clear and consistent if the implementation is to be successful.

· Prepare training and orientation materials. The lessons learned during the pilot phase should be translated into training materials usable by all staff. This is the easiest way to institutionalize the program and to communicate its objectives to the entire staff. Training and orientation materials need to be appropriate for the organizational culture. In many cases, this will include written instructions, presentations using Microsoft PowerPoint, and Web pages.

· Conduct staff training seminars. The easiest way to move from policy to program is by conducting training for all staff members.
· Follow up with departments. After the training sessions, it is important to schedule time for meetings with attendees. There are bound to be questions about the nature and meaning of the program that the archives seeks to implement. The best way to deal with the uncertainties is by meeting face to face with staff members.
6. Conclusion
With digital archives, it is the best and worst of times. It is the best of times in that we are dealing with records that matter to citizens now and in the future. Doing digital preservation correctly will help advance the mission of government and protect the rights of citizens. There can be no higher calling in public service.
However, this also is the worst of times for digital preservation. Resources are tight and the trend is against expanding government services into new areas. Unless we build support through education and outreach, our preservation buds will wither on the vine. Our partners across government must help us tend the vineyard.
Local governments are at a crossroads with digital preservation. They must choose to act or risk losing significant information. Even the longest journey must begin with a single step. Let us take the step now.
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