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ÁNASCIO represents state chief 
information officers and information 
technology executives from the 
states, territories and D.C. 

ÁNASCIO's mission is to foster 
government excellence through 
quality business practices, 
information management, and 
technology policy. 

About NASCIO
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State IT Landscape Today

Á IT security and risk impact! 

ÁCritical infrastructure protection ðuneven investments

ÁRamifications of data breach and citizen trust

Á Insider threats and employee training

ÁContinued consolidation ðinfrastructure, services 

and people

ÁState IT workforce: retirement wave, IT skills gap, 

challenge of recruiting

ÁData management: quality and sharing 

Á Impact from federal laws, changing programs and 

unfunded mandates: REAL ID, Medicaid, Homeland 

Security



Multifaceted Role of the State CIO
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Challenges of State CIOs

ÁBringing the focus to the òenterpriseó

ÁCollaborating across and beyond government

ÁState IT workforce ðskills and demands

ÁFacilitating efficient, safe exchange of data

ÁManaging risks - data breach!

ÁBuilding relationships 

in the face of change

ÁManaging and cultivating 

funding



Why Consolidation? 

The Reality of State IT



State CIO Priorities: 2008

1. Consolidation: centralizing, consolidating services, operations, 

resources, infrastructure

2. Security: Tightening security safeguards, enterprise policies, 

3. Disaster Recovery: Improving disaster recovery, business 

continuity planning and readiness

4. Electronic Records Management/Digital Preservation/E -

discovery: strategies, policies, services

5. Health Information Technology: Assessment, partnering, 

6. Shared Services: Sharing resources, services, infrastructure

7. Connectivity: Strengthening statewide connectivity, broadband

8. Governance: Improving IT governance

9. Interoperability: infrastructure and data

10. Human Capital/IT Workforce: attracting, developing and retaining 

IT personnel, retire wave planning

NASCIO State CIO Survey Nov 2007



State CIO: IT and Solution Priorities

1. Virtualization ðcomputing and storage

2. Security enhancement tools

3. GIS and spatial analysis 

4. Legacy modernization and upgrades

5. Identity Access and Management (IAM)

6. Networking, voice and data communications 

7. Document/Content management

8. Wireless: Mobile, remote and fixed wireless

9. Service Oriented Architecture (SOA) and web services

NASCIO State CIO Survey Nov 2007



States Adopting More Business 

Disciplines in IT to Manage Risk

ÁEnterprise architecture: blueprint for 

better government

ÁProject and Portfolio Management: PM 

framework, methodology, education, 

tools and oversight

ÁService level management and ITIL 

ÁChange management 



ÁCritical infrastructure protection

ÁSpam, hacking, spyware, malware, 

phishing and probes up!

ÁMore aggressive threats ð

organized criminal activity

ÁGrowing role of state CISO

Á Investments by state CIOs

Cyber Security and the States



The Insider Threat is REAL!

ÁIT security incidents: 

61% caused by 

insiders

ÁEmployee awareness 

and education is 

critical

ÁAsset management 

and data protection



ÁGovernment at Risk: critical 
infrastructure protection

ÁAging state data centers 

ÁCritical business recovery

ÁNo state ready for pandemic

Á IT resiliency and the continuity of 
government

ÁCIO challenge: making the business 
case for the investment

Disaster Recovery & Business Continuity



Facing the IT Workforce Challenge

ÁOver 27% of state IT 

workforce will be 

eligible to retire in 5 

years  

ÁWho will actually 

retire and when?

ÁHow best to address 

the skills gap? 

ÁBest practices for 

recruiting and 

retaining IT workforce



Significant role of state in healthcare as é

Á Payer ðMedicaid, SCHIPs, other programs

Á Provider ðincreased emphasis on quality of 

service

Á Purchaser ðover 5 million 

employees nationwide

Top public policy issue for 

the Governors

The States and Health IT


